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1. Introduction

PathFinder-XD is a C/C++/Assembly debugger based on the Eclipse framework and supports debugging using
the QEMU software simulator (www.gemu.org) or the Ashling Opella-XD Debug Probe connected to MIPS™
powered target hardware.

7] Debug - C:\Program Files\Ashling\PathFinder-XDforMIPS\examples\Mips32-4kec\srcimain.c - PathFinder-XD for
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Figure 1. PathFinder-XD for MIPS™

PathFinder-XD supports both “bare-metal” (no target operating system) and Embedded Linux based debugging.
This application note introduces PathFinder-XD Simulator version and covers using PathFinder-XD with the
QEMU Simulator.

2. Installation

PathFinder-XD can be hosted under Windows™ or x86 based Linux and installation requires full administration
privileges.

Please note: If you have PathFinder-XD already installed then please uninstall it before proceeding.

21 Windows™ |nstallation
Run the SETUP.EXE program from the Windows directory on the supplied CD (or download) and follow the on-
screen instructions.

2.2 Linux Installation
Run the ./sSETUP32 (32-bit Linux) or ./SETUP64 (64-bit Linux) program from the supplied CD (or download)
and follow the on-screen instructions. PathFinder-XD for MIPS is tested on the following Linux platforms:

e Fedora 13/Ubuntu 10.04 LTS 32-bit/64-bit versions

e Ubuntu 08.04 LTS 32-bit/64-bit (requires a specific version of PathFinder-XD)

Please note that the 64-bit Linux version of PathFinder-XD for MIPS requires the 32-bit library package ia32-
libs library, hence, make sure this is installed in your system. For example, to install on Ubuntu/Debian, issue
the following command:

> S$sudo apt-get install ia32-1libs
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3. Using PathFinder-XD with the QEMU simulator

In this section we will look at using PathFinder-XD with the QEMU simulator. Ashling provide a binary (executable)
version of the QEMU simulator built for the MIPS architecture installed and ready to run. To use QEMU with
PathFinder-XD complete the follow the following steps:

PF-XD

2

IDranIES]
1. Run PathFinder-XD | il

2. PathFinder-XD will then load as follows:

PathFinder-XD for MIPS
v1.0.2

LZ ASHLING

THE DEVELOPMENT SYSTEMS COMPANY

Figure 2. PathFinder-XD for MIPS™ Joading

If this is your first-time running then you will be prompted to specify your Workspace (default directory for
projects etc). Accept the default which is located in PathFinder-XD'’s installation directory.

3. In PathFinder-XD, create a New Target Configuration via the Target menu
DforMIPS\examples\Mips 3 2-4kechsrd

ect MEGEM Linux  Window Help

Ee"' Neg Target Configuration

e T S ¥ P

Figure 3. Target Configuration
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and select the Debug using Simulator (QEMU) option as shown below

@ New Connection

Select Remote System Type
Pleaze select the system type of the remote system to connect. :'I:E
System type:
| type filter text |

(= Ashling Debugging
@ Debug using Debug Probe
“<h Debug using Simulator (QEMU)

@ =N

Figure 4. Selecting Remote System Type

4. Click Next and we can now configure our QEMU settings as shown below:

[ﬂ QEMU Simulator configuration

Simulator

QEMU configuration

QEMU executable |use default | [ Browse,.. ]

Initial target byte order |Litﬂe Endian I |:||
| Y

Port(prefix -p if using older versions of QEMU) | 1234 |
M malta -5

Other QEMU invocation parameters

@ Mext = [ Finish ][ Cancel

Figure 5. QEMU Simulator Configuration

Settings include:
QEMU executable: The actual binary file executed by PathFinder-XD when invoking QEMU.

Usually not changed
¢ Initial target byte order: Required endianness
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6.

o Port: The TCP/IP port used by PathFinder-XD to communicate with QEMU. Usually not changed
e QEMU Invocation parameters: Allows you to configure QEMU. For more details on QEMU
configuration, see the following links:
http://wiki.gemu.org/download/gemu-doc.html#tsec 005finvocation
http://wiki.gemu.org/download/gemu-doc.htmI#MIPS-System-emulator

Click Finish when done.

PathFinder-XD will now create a new QEMU Simulator setting in it's Remote Systems Window as shown
below:

U8 Remote Systems 51§ & A i |
(S-S CENL Simulator
b QEMU

Figure 6. Remote Systems Window

Right-click on QEMU and click Connect to invoke QEMU. Once invoked, the Remote Systems window
will update as follows:
ﬂﬁRemate Systems 4 g & =

= g QEMU Sirmulatar

=4

QEMUSim

Figure 7. Remote Systems Window after QEMU connection

We can now download a program to QEMU by right-clicking over QEMUSim and selecting Download and
Launch

U8 Remote Systems 52 8 2 mm R

= g QEMU Simulakor
=

E-f Download And Launch, ..
Resek r

Figure 8. Download and Launch

PathFinder-XD includes a suitable program (C:\Program
Files\Ashling\PFXDMIPSIM\examples\Mips32-4kec\Debug-LE\UnCached LE.elf) for
running with QEMU.
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{21 QEMU Simulator @

Modify attributes and launch

Mame: | CEMU Simulator
IMain ﬁDebugger %Source

Target cannection
Connection to use |QEMU Simulator v | [[JHide unconnected

Download

ELF{binary) path | C:\Program Files\Ashling|PFXDMIPSIM| examplesiMips32-4keciDebug-LE\UnCached_LE . elf | [Browse... ]

(O Load symbals only
@ Load program ko barget

05 Awareness
[C]Enable 05 debugging

[ Debug ] [ Close

®@

Figure 9. Specifying Target Program to Download

In the Debugger tab you can tell PathFinder-XD to stop atmain () as shown below

._ Main #@,3‘« Debugger | 'EE..,/; Source |

[¥ltop on startup atil | main

Debugger Cpkions
Main |
GDE debugger: | C:\Program FileshAshlingPRXDMIPSIM,GMUDebuggerimips-linu:-gnu-gdb, exe | [ Browse, ..
|[ Etowse. .,

GDE command File; | .gdbinit

Figure 10. Stopping at main ()

When finished, press Debug to load your program.
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7. PathFinder-XD will now download the program to QEMU and update it's Windows as follows allowing you to

start your Debug session:
2] Debug - C:\Program Files\Ashling\PathFinder-XDforMIPS\examples\Mips32-4kecisrcistartup.5 - PathFinder-XD for MIPS

File Edit Lnux Target Run Window Help
Y- AT VA f 5 pebug |
#5 Debug 23 Ok 3 i ~ = 0| %% Breakpoints 52 | 0 Memory | 5% Redisters | 5 Expressions W <)==g> ¥ =0
=] E QEMU Simulator [PathFinder-xD Embedded Debugaing]
= .'ff?? UnCached_LE.elf
(=g Thread [1] 1 {(CPU#0 [running]) {Suspended : User Request)
= _skark() st startup.5:25 0xa0000828
B QEMUCansole
ol odb

[$) startup.s 52 = O || 69= Yariables 7 | 22 Disassembly o4 =0

Iy -~ Tarne Type Yalue

LEAF (_start)
A4 1., Initialise CPU registers

» or v, zero, zZero
or w1, zero, zero
ar al, zero, zero
or al,zero, zero
or a2, 2era, EZerao
or a3, zero, zero
or td, zero, zero
or tl,zerao, zero
or tZ,zero, zero
or T3, Zera, Zero
or t4,zero, zero b
8 Remote Systems E1 & 3 = 7 70 B conscle Ew bE LE & & = B9 = 0| Flebrawser I =B
= & QEMU Simulator QEMU Simulator [PathFinder-xD Embedded Debugging] gdb ﬁ Un¢Cached_LE.&lf - [mipsfle]
= g gEMy

: ¥

Figure 11. PathFinder-XD after program download

8. You can now control execution (start, stop, step etc.) using the Debug bar:
%% Debug 53 O S B‘; i == ¥ T 0

[ Go

Bt Stop/Halt
R Step Into, Over and Return (Out)

Terminate (this button actually terminates the debug session meaning we have to Download and
Launch again)
Figure 12. Execution Control

When setting/toggling breakpoints in the Source and Disassembly Windows, make sure the mouse pointer is
hovering over the left-most column (known as the ruler) of the Window as shown below:

Tt display.c 1 main.c &3

int main (void)
| un=signed int iE:
f@ char cCommar
data struct sData;

Figure 12. Setting a breakpoint
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9. To watch a variable or expression, select it using the mouse and Add Watch Expression via the right-mouse

button menu as show below:
/% Display the message */
stropy  (EEEShREEl

Shows In alb+3hife+w F
| ClearDisplay (vcC

Source Alk+shifk+s  #
int iIndex: Surround wWikh alk+shift+2  F
for (iIndex = 0O; Refackor 3

Declarations 4
2 Systems 52 | 7 & References 4
MU Simulator =] Run ta Line Ctrl+R
2 QEMU .

@i CEMUSim b Move To Line
. Peesume Ak Line

Add Watch Expressio

Preferences. ..

AL PC at CurrentLine

Figure 13. Adding a Watch Expression
{#9= vVariables | &4 Expres... &3 | ©g Breakp... | M4 Registers | [&] Periphe... | [

£ 2k B
2 "Writing to B completed.’

B "= rDisplay™ = Oxa0004050

Figure 14. Expression window showing watched expression

You can also quickly watch an expression by hovering the mouse pointer over it as shown below:
T display.c #3

- === e ek ===

else
strcat (szLlocalString, "failed

f/* Display the message */
strcpy (ENE-EYy, SzLocalString) !

|szDisplay = "Writing to B completed.}

#a )

vold ClearDisplay (wvoid)
Figure 15. Quick watch via mouse hover
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10. PathFinder-XD supports a Console Windows (or Views) which can be opened from the Window menu:

Window WMglEle]
T Wind o
Mews Editar
_ i

Open Perspective 3 S 1

|  Show ] ©g Breakpoints
Save Perspective As. .. Bl Console

| Reset Perspective... %3- Diebug
Close Perspective =2 Disassembly

Close All Perspectives 4" Expressions

EE]

Mavigation v | B Linux Modules
Preferences ﬁ Linux Process
El Mermory
D Mernary Browser
Tt display.c £3 & Peripheralregister Yiew
zLocal3tring, "EREQD i Registers
ar == NI _ERROR) 8 remate Systems
zhocalstring, " com E Translation Lookaside Buffer
zLocal3tring, "fail 0= Variables

Other. ..

- O
=

Alt+3hift+3, B
Alk+Shift+a, C

Al+5hife+0, ¥

Al+5hife+Q, O

Figure 16. PathFinder-XD Views

Console. Allows you to enter debug commands and view their output. The GNU GDB syntax is fully

supported. See here for details: http://sourceware.org/gdb/current/onlinedocs/gdb/index.html

or for a

handy quick-reference card see here: http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf

& console 3 % o | o L |§II|EI| M E-rg- T 0
Ashling Opella-¥D (MIPS32-24K) [PathFinder-XD Embedded Debugging] C:'\Program Files\Ashling\PathFinder-XDforMIPS G
info reg A
| Zero at w0 vl al al al
RO 00000000 00000000 83dffeel 00000063 83dfféed TEfc34fd4c 000000863 83
t0 tl T2 T3 t4 TS T
RB Q0000000 Q0000000 83dffeed fLfffffs 00000000 Q0000000 01312400 0OC
=0 =1 =2 =3 =4 =5 =6
Rle 00000063 B3dffeed Tfc34fdc 83el7f10 00000001 00400clc 004333dE8 10C
i ta kO k1l gp =p =8
EZ24 81082520 Zabecld3c Tfc34f30 83el7fed 83ele000 83el7eald Tfc34f30 BOI
sr 1o hi bad cause jale I
11002401 00000000 00000000 00411220 S50808420 cO01019c
fsr fir
00000000 00000000
w

Figure 17. PathFinder-XD Console showing the output of the info reg command

For example, to dump 16 words of memory in hex format from 0xA0004200 enter the examine command

as follows:
x /lewx 0xA0004200
0xa0004200: 0x00000000 0x00000000 0x74697257 0x20676e69
0xa0004210: 0x41206f74 0x6£632020 0x656c706d 0x2e646574
0xa0004220: 0x00000000 0xa0004228 0x00000004 0xa0004238
0xa0004230: 0x00000000 0x00000000 0x00000000 0x00000000

Console commands can also be stored in a text file (GDB script file) and executed from PathFinder-XD’s

Run menu.
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4. Embedded Linux Debugging with PathFinder-XD and the QEMU
Simulator

PathFinder-XD supports Embedded Linux Debugging for kernels based on v2.6 or later. Support works in two
modes:
e Stop-mode: In stop-mode debugging, the whole system is halted (e.g. kernel and applications) whenever
a breakpoint is taken.
¢ Run-mode: Run-mode debugging requires an application (GDB server) running on the QEMU simulator.
In run-mode, the kernel continues to run when an application breakpoint is taken.

Stop-mode debugging is useful for bringing up the kernel as it allows debugging from reset. Stop-mode can also
be used for process debugging, however, the kernel/interrupts etc. will not continue to run when halted (unlike
run-mode). When stop-mode debugging a process, PathFinder-XD automatically scans the kernel MMU mapping
for that process and sets up the MIPS core TLB to allow debug access to the process’s memory area.

Run-mode debugging requires that the kernel is up and running and allows non-intrusive debug of a process (i.e.
the kernel will continue to run even when a process is halted). Run-mode also supports thread-aware breakpoints
and simultaneous debug of multiple processes.

This section demonstrates Linux Kernel Debugging using PathFinder-XD and the QEMU simulator running
v2.6.32 of the Linux Kernel on a Windows host machine. A suitable, pre-built version of the v2.6.32 Linux Kernel
and root file-system is also available for download from Ashling
(http://www.ashling.com/support/MIPS/QEMU LINUX/MIPS QEMU LINUX v2.6.32.2IP); this should
be installed by unzipping on to your local hard-disk (ensure you preserve the directory structure as present in the
ZIP file).

Ashling recommend a high-spec PC (e.g. dual-core with 4GB memory) for use with this example given the
processing-power required to run Linux on the QEMU simulator.

41 Preparing for debugging
This section is only necessary if you are building/using your own Kernel; the version supplied by Ashling includes
all of the following requirements.

4.1.1 Building with debug symbols
Your kernel, modules, processes, libraries, drivers etc. must be built with debug symbols as PathFinder-XD needs
to access global structures and variables etc. to support Linux debugging. Please note that debug symbols for
Linux kernel (vmlinux) are required to debug user-mode applications in stop-mode (to allow PathFinder-XD to
handle memory mapping which requires kernel symbols). Kernel symbols are not required for run-mode
debugging.

e For the kernel, run make menuconfig, select Kernel hacking, enable Kernel debugging and Compile the

kernel with debug and run make to rebuild the kernel with debug symbols.

e For non-kernel items, add the compiler gcc switch -g (which will generate debug symbols) to your
makefile and rebuild.

4.1.2 Compiler optimisations

Compiler optimisations should not be used as they can cause misalignment between the generated symbolic
information and the actual generated machine code thus causing problems with debugging. In particular, the flag
--ffunction-sections should not be used as it will create .text sections for every function causing problems
for PathFinder-XD. See here for more details: http://gcc.gnu.org/onlinedocs/gcc/Optimize-Options.html. To
remove these optimizations, change your makefile and rebuild e.g.:

Change arch/mips/Makefile

from:

cflags-y := --ffunction-sections (Line number 51 in Linux kernel 2.6.27)
to:

#icflags-y := --ffunction-sections
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4.1.3 On-demand paging

Linux uses “on-demand paging” meaning that a process’s (and its dependant libraries) code, data and stack are
not actually paged into memory until they are first used. This can cause problems when you wish to “stop-mode”
debug a process from its initialisation as it may not yet be present in memory. For example, you cannot set
software breakpoints which require patching of the software breakpoint instruction into the appropriate process’s
memory location until the actual associated process code page is in memory. Depending on the size of your
target’s memory space and your memory management unit (MMU configuration), you may or may not have this
issue. If you do then Ashling provide a kernel patch that will force all of a process’s code, data and stack pages
into memory. This file is installed with PathFinder and is called ash load process pages.c. Installing the
patch requires that you modify some existing kernel files and rebuild; please refer to the file for full details. Note
that this patch is required only for stop-mode debugging.

4.2 Stop-mode Debugging
The following features are supported:
= Linux Kernel debugging:
o Debug modules built as part of the Kernel
= Linux dynamically loadable Modules/Driver debugging:
o List all inserted modules
o Debug an already inserted module
o Debuga module from init_module ()
= Linux process (application) and library debugging:
o List all running processes and threads
Debug a running process
Debug a process from main ()
Debug shared libraries

O O O

4.2.1 Sample Stop-mode Linux Debugging Session
This section demonstrates Linux Kernel Debugging using PathFinder-XD and the QEMU simulator running
v2.6.32 of the Linux Kernel.

4.2.1.1 Invoking PathFinder-XD and connecting to the QEMU simulator
Invoke PathFinder and configure for the QEMU simulator as shown in section 3. The QEMU Invocation
parameters need to be modified to load the Linux kernel as follows:

-M malta -kernel <drive>:\<path>\vmlinux -hda <drive>:\<path>\rootfs.ext2 -append
"root=/dev/hda rw"

Where <drive>:\<path>\ is the location of your Linux kernel. In our walk-through, we assume this is
c:\MIPS QEMU LINUX v2.6.32\.

For example:
QEMU configuration
QEMU executable use default Browse. ..
Initial target byte order Little Endian 5
Partiprefix -p if using older versions of QEMU) | 1234
-M malta -kernel ci\MIPS_QEMU_LINUY_v2, 6, 324wmlinux -hda o/ \MIPS_QEMU_LINUY_v2.6,32\rootfs,ext2 -append "root=/dev/hda rw"|

Other QEMU invacation parameters

Figure 18. QEMU invocation parameters for Linux debugging

Please note that if you need to debug the kernel from start up, the “-S” option should be appended with the
invocation parameters as follows:

-M malta -kernel <drive>:\<path>\vmlinux -hda <drive>:\<path>\rootfs.ext2 -append
"root=/dev/hda rw" -S

These invocation parameters ensure the Linux kernel (vmlinux) is loaded to the simulator and supplied root file
system (rootfs) is used. Invocation parameters include:

e -—kernel This option loads the Linux kernel (vmlinux) file to the QEMU simulator

e -hda This option mounts a hard disk image (rootfs.ext?2) for the simulator. This
hard disk contains the root file system (root£s) required for the kernel to load.

e -—append This option passes the kernel arguments.
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4.21.2 Loading kernel symbol information to PathFinder-XD and executing the kernel image
Connect to the simulator (right-click QEMU and select Connect), right-click over QEMUSiIim and select
Download and Launch as follows:

JERethe Swstems ©3 0 @ ==
= g QEMU Sirmulakor
=g GEMU
GaTo k
# | Refresh

E-"’ Dovenload And Launch. ..
Resek r

Figure 19. Download and launch

Now, enable Linux debugging via the Enable OS debugging check box (this ensures that PathFinder-XD will add
the Linux specific menu allowing you to perform Module and Process debugging).

In this example, our kernel binary image is already downloaded to the simulator (via the QEMU invocation),
hence, we only need to select Load symbols only (for the kernel image), specify the ELF(binary) path
(c:\MIPS QEMU LINUX v2.6.32\vmlinux) and press Debug. This will load the kernel symbols into
PathFinder-XD to allow symbolic kernel debug.

[£] QEMU Simulator
Modify attributes and launch

Mame: | QEMU Simulator |
Main 1;? Debugger EV Source

Target connection

Connection to use |QEMU Simulator v | [Hide unconnected
Download
ELF(binary) path | C:\MIPS_QEMU_LINUX_v2.6. 32\vmiinux | [Browse...
(*) Load symbols anly

() Load program to target

0S5 Awareness %

Enable 05 debugging

[ Apply H Reyert ]

@j [ Debug ] [ Close ]

Figure 20. Loading the kernel symbols
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Run the simulator using g button and the kernel will boot in a seperate QEMU console as shown below (this
may take a few minutes depending on your PC speed):

ide-cd: hdc: ATAPI 4X CD-ROM drive, 51ZkB Cache

Uniform CD-ROM driver Revision: 3.20

pcnet3Z.civl.35 21 .Apr.2008 tsbogend®alpha.franken.de

PCI: Enabling device 0000:00:0b.0 (0000 -> 0003)

pcnet3Z: PCnet sPCI 11 79CI70A at Ox1020, 52:54:00:12:34:56 assigned IRQ 10.
eth0: registered as PCnet-PCI 11 ?9C370A

pcnet3dZ: 1 cards_found.

serio: iB04Z2 KBD port at Ox60,0x64 irg 1

serio: iB04Z2 AUX port at Ox60,0x64 irg 12

mice: PS/Z2 mouse device common for all mice

rtc_cmos rtc_cmos: ric core: registered rtc_cmos as rtcO
rtcO: alarms up to one day, 242 bytes nuram

rtc-test rtc-test.0: rtc core: registered test as rtcl
rtc-test rtc-test.1: rtc core: registered test as rtcZ

ICP cubic registered

NET: Registered protocol family 17

NET: Registered protocol family 15

input: AT Raw 3et 2 keyboard as ~sclass/input-input0

rtc_cmos rtc_cmos: setting system clock to 2011-04-05 06:37:02 UTC (1301985422)
input: ImExP3-Z Generic Explorer Mouse as ~class~sinputsinputl
UFS: Mounted root (extZ filesystem) on device 3:0.

Freeing prom memory: 956k freed

Freeing unused kernmel memory: 168k freed

Initializing random number generator... dome.

Insert the floppy module. ..

Floppy drive(s): fdO is 1.44M

FDC 0 is a 5820788

Welcome to Ashling QEMU Linux
ashgemu login:

Figure 21. QEMU Linux console

You can login in to the kernel using root (no password required). Once the kernel is booted, we can halt it within

PathFinder-XD (by pressing — Stop/Halt). PathFinder-XD then updates as follows:

Debug - C:\MIPS_QEMU_LINUX_v2.6.32\srcMinux-2. 6.32. 14\archimipsikernel\genex.S - PathFinder-XD for, MIPS
File Edit Lnux Target Run Window Help

i L 5 | ¥ ebua
%5 Debug £ b ] DR i = O || 9% Breskpaints 32 | [ Mamary | 1Y Registers | G Expressions & W | @GS Y TO

=l [T] QEMU Simulator [PathFinder-XD Embedded Debugging]
=518 vmlinue
= o Thread [1]1 (CPU#0 [running]) (Suspended : Signal : SIGINT:Interrupt)
= [T 01bel

pu_idief) at process.c:68 0xA010335
= stark_ernel) at main.c: 682 Dx804adaSe
= 0x803d9120

B AshstubConsole

B QEMUConsole

wl gdb

[8) genex.s =2 = B ||4= variables 52 | 2= Disassembly 7 =08

wait ~ MName Type Walue
/* end of rollback region (the region sige must be power of two] */
.set pop

jr ra
END {r4k_vait]

.macro BUILD_ROLLEACKE_PROLOGUE handler
FEXPORT (rollback ‘handler)

.set push
.set noat
nFCo k0, CPO_EPC
PTR_Li ki, rdk wait
ori kO, Ox1f /% 32 byte rollback region */
x0ri kD, Ox1f v
48 Remote Systems 53 | 4 & 5 ¥ T 0 B console | @ % bf LE | SE[& o B 8- T O||EFFilebrowser 52 =g
= QEMU Simulator QEMU Simulator [PathFinder-XD Embedded Debugging] gdb & #;‘; wrnlinuz: - [mipsjle]
=g GEMU This means that GDE may be unsble to access that stacs
I?‘QEMuSm the frames below it.

This problem is most likely caused by an invalid
stack pointer.

However, if you think GDE should simply search f:
from Ox803d911f for code which looks like the heginn:
function, you can incresse the range of the search u:
heuristic-fence-post' command.

-
< >

Figure 22. PathFinder-XD after halting the kernel

Ashling Product Brief APB211
Page 13 of 32



If no source is shown, then select a function in the Debug window

%% Debug 7 | L I
= E QEMU Simulator [PathFinder-¥D Embedded Debugging]
= EF wnlinux

= mﬁ Thread [1] 1 (CPU#0 [running]) (Suspended : Signal : SIGIMT:Interrupt)

R4k wait() at genex.5: 147 0x8010 1bel

el at process.c:68 0x30103238

cpu_
start_kernel() at main.c:5682 0x804a3a5¢C
L= DxB803d9120
----- pH AshstubConsole
----- p.lﬂ QEMUConsole
Figure 23. Selecting a function to display it’s source

which will open a new tab in the source window allowing you to select Edit Source Lookup Path... button.

r@ Oxbfc0on0o E cpu_jdle{) at arch/mips/kernel/process.c:68 0x80103d64 &3 L

Can't find & source file at “arch/mips/kernelfprocess.c”
Locate the file or edit the source lookup path to indude its location,

['I.ﬁew Disassembly. .. ]

Locate File. ..

[Edit Source Lookup Path... ]

Figure 24. Edit Source Lookup Path

Specify your source-directory as shown below (make sure Search subfolders is selected)

[‘ﬂ Edit Source Lookup Path

t# Edit File System Directory

File system folder
| :/f
Specfy folder and whether subfolders should be searched
Directory:
| C:\MIPS_QEMU_LINUX _v2.6.32\src) || Bromse... |
Search subfolders

@) | ok [ cancel |

| | [Restore Default ]

[]search for duplicate source files on the path

® [ Ok ] [ Cancel

Figure 25. Edit File System Directory
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Notice the following additional windows in PathFinder-XD:

\~ File Browser &3 =B

o

abi.b

atornic. b

brache.h

bitops.h

bootinfo.h

branch.h

bug.h

bugs.h

cacheflush.h

cevk-rak.h w

PEPFEFEFPEEEHE

Figure 26. File Browser view showing all kernel source-files

= File Browser | B Linux Madules 53 pi P = B8
Address Mame Size
0xCO0SED7O Floppy 55953

Figure 27. Linux Module view showing all currently loaded kernel modules (enabled via Linux menu)

5 File Browser | B3 Linux Modules || Linux Pracess £3 | o7 % = O

Address PID MDD asin "\
Ox30464a840 0 [swapper] (1]

0x8751E67558 1 it Ox5e
Nx37516263 z [kthreadd] 00
Nx3781AE1S 3 [rnigration;0] 00

0xE751A975 4 [ksaFtirgd0] 0wl

0x8751 8408 5 [eventsf0] 0
Ox37E1a035 & [khelper] 00

0x37836E53 a [asvnc/mgr] 00

0x87a77555 73 [sync_supers] 0

0x87576F158 7o [bdi-defaulk] 00 b
£ >

Figure 28. Linux Process view showing all processes (enabled via Linux menu)

Full kernel source-level debug is now possible.
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4.21.3 Debugamodule from init_module ()
Use the Linux|Modules|Debug A Module From Initialisation menu to debug a module from its
init module () entry point as follows:

2] Debug A Module From Initialisation @

Module name | CAMIPS_QEMU_LINUY w2 6,32 srcimoduletestichardey ko

[ Dehug H Cancel

Figure 29. Specifying the module to debug

Once specified, you now need to insert the module via the console as follows:

E'J Insert the Module

jr) Mow insert the module via Linux console{using INSMOD command)

N

Press OK and PathFinder will run Linux allowing you to enter a console command as follows:

# insmod chardew.ko
chardeu: module license ‘unspecified’ taints kermnel.

Dizabling lock debugging due to kernel taint

Figure 30. Inserting (running) the module

PathFinder-XD then halts the module at init module () allowing module debug. You may have to specify the
location of your source-file as before (C: \MIPS QEMU LINUX v2.6.32\src\moduletest)
genex.5 ‘Tt| notifier.c Tt chardev.c 3

= 1lnitialize the module - Heglster tChe ch

int init module()
int rec_wal;

T

3T LTIy)

wm

he character device (atle

ret_val = register chrdev (MAJOR NUM, DEVICE NAME, &Fops):
printk ("\nretval=%d\n", ret_val);

* HNegative wvalues =zignify an error

if- (rec wval < 0) {
Figure 31. Module source
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PathFinder-XD’s File Browser will also update to show the source files associated with the module:
Lj File Browser &3 g Linux Modules ﬁ Linux Process =8

- fap

ﬁ& wlinuz - [rnips/le]

Figure 32. File Browser view showing modules sources

And the Linux Modules window will now list the new module:
ﬁ File Browser Q Linux Modules 52 [ Linux Process I:éh (%9 = &

Address Mame Size
O C007DET0 chardey 278l
0xCOOSED7Z0 Floppy 55053

Figure 33. Linux Modules window listing the new module

You can also view the internal module kernel structures via the right-mouse button menu as follows:

LjFiIe Browser gLinux Modules 52 | [ Linux Process néh "%9 = B

Address Marme: Size
Db O070E70 I Y I
OxCO0SEDFO Floppy Shows Module Struckure
Load Module Svmbal
qﬁh Refresh
“?cg Auto update
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@ Breakpoints ﬂ Memory: i Reqisters @"—fExpressiDns &3 24 [

Expression Type YWalue ~
= w (skruct module®i0:C00 skrock module * Dc007dS70
()= state enum module_state MODILE_STATE_COMIMG
(= jist struct list_head {..}
ff_—,-a name char [&0] Q:c007d37c
(,_—,-E rmkobj struck module_kobject {..F
®  modinfo_attrs struck module_atkribut, ., 0x87a4d130
W version const char * 0
B sroversion consk char * 0x57aadds0 "FEZAGDED. ..
% holders_dir struct kobjeck * Dx57ab3300
W svms const struck kernel_sy,..  Ox0
» s const long unsigned ink * - 0x0
()= num_svms unsigned ink 0
» kp struck kernel_param * 00
)= num_kp unsigned int 0
)= num_gpl_syms unsigned ink 0
B qpl_svms const skruck kernel_sy...  Ox0 3
L e Flmmm immimemm A e [wi¥in]
£ >

Figure 34. Viewing the internal kernel module structures

In addition, you can load module symbols for a module that is already loaded (Load Module Symbol menu option
in the right-mouse button menu) as follows:

LjFiIe Browser gLinux Modules 5 ﬁLinux Process l;gﬁh "J‘}@ = O

fddress Mame Size
0xC0070E70 T o " T —
OxCO0SEDTO Floppry Show Maodule Struckure
Load Module Symbol
@h Refresh
2, Auko update

Figure 35. Viewing the internal kernel module structures

4.21.4 Debugging a process from main ()

Use the Linux|Processes|Debug A Process From main () to debug a process from it's entry point (this feature
is only available in stop-mode i.e. when the kernel is halted) as follows:

7| Debug A Process From main()

Process name ‘ CHMIPS_QEMU_LINUY_vw2.6.32\sro\ashkestapplashtestapp | [Bmwse,,, ]

rolits reazry ‘ CAMIPS_QEMU_LINUX_v2.6.32\rootfs | [Browse... |

Shared library

Shared Library Path(s)
Remove

[ Debug H Cancel ]

Figure 36. Debugging a process from main ()
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rootfs Directory specifies where the root file-system (rootfs) resides in your host machine. This location is
needed for loading shared library symbols in PathFinder-XD. Once specified, you now need to run the process
from the console as follows:

[ﬂ Run the Process

\i:) Mow run the process from linux console

L

Press OK and PathFinder will run Linux allowing you to enter a console command as follows:

#t .- ashtestapp

Figure 37. Running the process

PathFinder-XD then halts the process atmain () function as shown below:

i

genex.5

int main{)

Tt| chardey.c Tt| ashtestapp.c 2

int file desc, choice;
SiTey opening and clozing bhefore displaying menu
file desc = open(DEVICE FILE NAME,O RDWR) :

if

'

(file desc < 0 |

printf("Can't open device file: %s'\n", DEVICE FILE NALME):
return -1;

close(file_desc):

do

{

printf ("Menu'n====4n"j;
printf("1l. Read from deviceini. Write to dewvicein™);
printf("3. Exitin™);

printf ("Enter your choice @ "):

scant ("5d", schoice) ;

Figure 38. PathFinder-XD halted at the process’s main () function

The File Browser window will update to show the process’s source-code.

Please note: When using the QEMU simulator it is not possible to list processes whilst debugging a
process in stop-mode (e.g. in PathFinder’s Linux Process Window); this restriction is not present when
debugging a process in run-mode or when using hardware based target debugging (e.g. Opella-XD).

4.2.1.5 Debugging a running process
You can load the symbols for a running process via the Linux Process window. Right-click on the process and
select Load Process Symbol:
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tZ Load Symbols for process ashtestapp @

Process symbol file | CAMIPS_QEMU_LINUS _v2.6.32 src)ashtestapplashtestapp Browse. ..

rootfs Directgr-).- C:I\MIPS_QEMU_LINUX_VZ6.32\,!":":!“:5 Browse, ..

Shared library

Shared Library Path(s)
Remave

[ Debug l [

(i
[r1]
)
o]
o

Figure 39. Loading a process’s symbols

4.21.6 Library debugging
Debugging of libraries is handled seamlessly without any extra requirements/setup.

4.3 Run-mode Debugging

Run-mode debugging is done via a “simulated” Serial/Ethernet interface and requires an application (GDB server)
running on the simulator. In run-mode, the kernel continues to run when a process (application) breakpoint is
taken. Run-mode debugging requires that the kernel is up and running and allows non-intrusive debug of process
(i.e. the kernel will continue to run even when a process is halted).

4.3.1 Preparing for Run-mode Debugging

For run-mode debugging, a simulated Ethernet connection needs to be established between the host machine
and the simulator (QEMU). This section explains how to configure a networking connection between the host OS
and simulator so that run-mode debugging can be done through Ethernet.

4.3.1.1 Setting up networking between host and QEMU simulator
QEMU uses TAP (http://en.wikipedia.org/wiki’ TUN/TAP) interfaces to provide full networking capability with the
host OS. TAP simulates an Ethernet device entirely in software.

The Windows host OS does not provide a TAP adapter, hence, Windows users will need to download and install a
TAP adapter. In our example we will use OpenVPN which can be downloaded from
http://openvpn.net/index.php/open-source/downloads.html. Running as administrator, download and install
OpenVPN (selecting all options). Once installed, you will have a new Network Adapter (under Network
Connections). Configure its IP address via the right-mouse Properties menu as follows:

e 2x]|

General | Advanced

Connect using:

E® TAP-Win32 Adapter V9
This connection uses the following tems:
E’. File and Printer Sharing for Microsoft Networks ”~

SQDS Packet Scheduler

%= Intemet Protocol (TCP/IP)
W

£ *
il
Description

Transmission Control Protocol/Inmtemet Protocol. The default
wide area network protocol that provides communication
across diverss interconnected networks.

[ Show icen in netification area when connected
Motify me when thiz connection has limited or no connectivity

[ 0K ] [ Cancel

Figure 40. TAP Adapter
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Internet Protocol (TCP/IP) Properties E]g]

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

() Obtain an P address automatically
@i
|P address: 192 168 .10 . 1

Subnet mask: 255 .255 255 . 0

Default gateway:

(®) Usethe following%NS server addresses:
Prefemed DNS server:

Altemate DNS server:

[ oK H Cancel ]

Figure 41. TAP adapter properties

In our example, we will assign the address 192.168.10.1 as shown above. In Network Connections, rename (via
right-click mouse menu) the TAP network adapter openvpn (note this is case-sensitive, hence, make sure you
specify “openvpn”)

4.31.2 Modify QEMU invocation parameters
We now need to modify QEMU invocation parameters to ensure QEMU creates a new virtual Network Interface
Card (NIC) and that it connects to the TAP adapter running on our Windows host.

The QEMU Invocation parameters need to be modified to as follows:

-M malta -kernel C:\MIPS QEMU LINUX v2.6.32\vmlinux -hda
C:\MIPS QEMU LINUX v2.6.32\rootfs.ext2 -append "root=/dev/hda rw ip=192.168.10.2" -
net nic -net tap, ifname=openvpn

Where:

-net nic will create a virtual NIC

-net tap, ifname=openvpn will ensure that TAP interface is connected to the openvpn TAP adapter installed
on the host

Note in our example above we have assigned 192.168.10.2 as the IP address of the QEMU simulator and that the
above invocation will also work for Stop-mode debugging as outlined in the previous section.

Copy and Paste Warning! Do not copy and paste the above into PathFinder-XD; it will not work due to PDF
issues. The above invocation line can be copied and pasted from the README.TXT supplied with PathFinder-XD.

4.3.2 Sample Run-mode Linux Debugging Session

This section demonstrates Linux Run-mode Process Debugging using PathFinder-XD and the QEMU simulator
running v2.6.32 of the Linux Kernel. The example will demonstrate debugging of a Process and a Module (that
contains functions called from the Process). As before we have to prepare our kernel for debug, download it to
the simulator, execute it and load the kernel symbols into PathFinder. See previous sections 4.1, 4.2.1.1 and
4.2.1.2. Once these steps are complete we are ready to begin debugging our Module and Process as follows:
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4.3.21 Debugging the Module and Process

1. First we load the Module (using insmod) from our Linux Console as follows:

M OEMU =)
device=eth®, addr=192.168.10.2, nask=255.255.255.0, gw=255.255.255.255,
host=192.168.10.2, domain=, nis—-domain=(none),
bootserver=255.255.255.255, rootserver=255.255.255.255, rootpath=

EXTZ-f=s warning: mounting unchecked fs, rumming eZfsck is recommended

UF3: Mounted root (extZ filesystem) on device 3:0.

Freeing prom memory: 956k freed

Freeing unused kernel memory: 196k freed

Initializing random number generator... EXTZ2-fs error (device hda): extZ_lookup:

deleted inode referenced: 1284

Remounting filesystem read-only

EXT2-f=s error (device hda): extZ_lookup: deleted inode referenced: 1284

Remounting filesystem read-only

read-only file system detected...done

Welcome to Ashling QEMU Linux

ashgemu login: root

# insmod chardev.ko

chardev: module license ’unspecified” taints kermel.
Disabling lock debugging due to kernel taint

retual=0

Registeration is a success The major device number is 100.
If you want to talk to the device driver,

you’ 11 have to create a device file.

We suggest you use:

mknod char_deu c 100 @

The device file name is important, because

the ioctl program assumes that's the

file you'll use.

1t

Figure 42. Loading the Module to be debugged

2. Now, we halt the kernel in PathFinder-XD and load the Module symbols from within the PathFinder-XD
Linux Modules window:

o " . —
. File Browser E Linwx Maodules 2 i P m

address Mame

chardew

Shiow Madule Structure
Load Madul

r Refresh

" Aubo update

Load Symbols Of A Module

Module name {without ko)

Madule symbaol File CAMIPS_QEMU_LINUE _v2.6. 32 srcimoduletest chardey ka

Figure 43. Loading the Module symbols

Ashling Product Brief APB211
Page 22 of 32



3. Notice how the File Browser now shows the Module and Kernel symbols:
.~ File Browser &7 E Linux Modules

+- |oth ichardev. ko - [mips/le]}

% ﬁﬁi vmlinux - [mips,le]

Figure 44. File Browser showing Kernel and Module symbols

We can double-click on the Module to list the files and double-click on a source-file to show it in the
Source Window. In the below screen-shot we have opened the Module source-file (chardev.c) and set
a breakpoint at the function device write which we wish to debug (i.e. this function located in the
Module is called from the the Process)

|5 genex.5 Tt chardev.c &5 | TE| ashtestapp.c =8
* This function is called when somebody tries to b
* write into our device f£ile.
*/

static ssize t
device write (struct file #file,
consgt char  user ¥ buffer, =size t length, loff t * offser)
{
@ int i:

#ifdef DEEUG
printk (KERN TNFO "dewvice write(%p,%s,3d]", file, buffer, length):
#endif

for (i = 0; 1 < length &£& 1 <« BUF_LEN; i++4)
get user (Message[i], buffer + i): b

Figure 45. Setting a Breakpoint in the Module

4. Next, we resume execution of the Kernel in PathFinder-XD
ﬁ:Debug &3 00 m i= ¥ =0

=l [€] QEMU Simulator [PathFindet-XD Embedded Debugging]

= wrmlinu:
Mo Thread [1] 1 (CPU#0 [running]) (Running : User Request)

p AshstubConsole
b QEMUConsole
o gdb

Figure 46. Running the Kernel

and launch gdbserver on the simulator (i.e. in the Linux Console) specifying the Process we wish to
debug (ashtestapp) . Notice how we tell . /gdbserver which port to listen on (1234)

#t gdbserver :1234 .-rashiestapp
Process .-~ashtestapp created: pid = 821

Listening on port 1234

Figure 47. Launching the Process

5. Now we need to Debug A Process in Run-mode using PathFinder-XD (the Kernel is now running) as
follows:
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File Edit BNEEES Target Run  Window  Help

= Modules  »

=[] GEMU Simulatar [P IR

Figure 48. Debugging a Process in Run-mode

We need to specify the Process:
D Run-mode Debugaging Opkions

Process | CHMIPS_QEMU_LIMY w2 6, 32\src)ashtestappl ashtestapp Bmwse

Figure 49. Specifying the Process

The location of the shared libraries:
Debugger Options

Main | Shared Libraries | connection

Directaries:
CAMIPS_QEMU_LIMUK w2.6.32 rootfs

Figure 50. Specifying the Share Library location

And finally, the connection mechanism (TCP in our example) and IP address of the simulator system
(which is running gdbserver):
Debugger Options

Main || Shared Libraries | Connection

Tvpe: | TCP W
Hosk nare ar IP address: | 192,1658.10.2

Part nurmber: 1234

Figure 51. Specifying the Connection mechanism
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Now press Debug to start debugging the Process
E.j Ashling TCP_Serial connection (QEMU)

Specify Attributes For Debugging A Process In Run-mode

ame: | Ashling TCP_Serial connection (QEMLIY

Run-mode Cebugging Options

Process | CAMIPS_GEMU_LINUYE w2 .6, 32 srchashtest apphashtestapp

[(15top on startup st

Debugger Options

]

Main |Shared Libraries | Connection

GOE debugger: | CHProgram FilesyashlingiPathFinder-X0ForMIPS,GNUDebuggermips-linux-gnu-gdb.exe | [ Browse... ]

GDE command file: | .gdbinit | [ Browse,.. ]

{Warning: Some commands in this file may interfere with the startup operation of the debugger, for example "run®.)
[IMon-stop mode (Mote: Requires non-stop GOE)

[C]Enable Reverse Debugging at startup (Mote: Requires Reverse GDE)
[CJFaoree thread list update on suspend

[ Apply ] ’ Rewert ]

’ Dehug ][ Clase ]

Figure 52. Debugging a Process in Run-mode dialog

6. PathFinder-XD will now update as follows:
[’QDebug - C:\MIPS_QEMU_LINUX_v2.6.32\src\ashtestapplashtestapp.c - PathFinder-XD for MIPS

Eile Edit Linux Target Run ‘Window Help

i B i T | P pebug |
% Debug 2 b B i = = 8 ||® ereakpaints 52 | [@ Memory | 48 Registers | & Expressions 8, & ¥ =04
i=[£] GEMU Simulator [PathFinder-%0 Embedded Debugging]

=] wnlinu:
& Thread [1]1 (CPU#0 [halted 1) éRunning : User Request)
B AshstubConsole
B QEMUCansole
vl adb
= E Ashling TCP_Serial connection (QEMU) [PathFinder-%0 Run-maode Debugaing]
=] 53@ ashtestapp
=g Thread [1] 844 (Suspended : Breakpoint)
= main(} at ashtestapp.c:127 Dxd0idfc
D:J adb
w| ashtestapp
|8 genex.5 ) 8z50.c ) ashtestapp.c &3 = O || 9= variables 5% |22 Disassembly +k ¥ =08
int maini) A Name Type Value
{ 9= file_desc int i}
int file desc, choice: 9= chaice int 2144075432
//Try opening and closing before displaying menu
file_desc = open{DEVICE_FILE_NAME,O_RDUR) ;
if (file_desc < 0] |
printf("Can't open device file: %s\n", DEVICE FILE_MAME):
return -1;
*
close(file_desc):
do
i
printf("Menuin====Yn"};
printf("i. Read from deviceinZ. Urite to dewvieein"):
princf("3. Exithin™): B
printf ("Enter your choice @ ");
scanf ("5d”, échoice)
switch(choice) v
38 Remote Systems 33 | 2 % 37 7 B B consde i Ex Eﬁl@l@‘ = B~ - 7 B [ FileBrowser =8
= & QEMU Simulatar #Ashling TCP_Serial connection (QEMU) [PathFinder-%D Run-made Debugging] ashtestapp f; ashtestapp - [mips/le]
= QEMU %3- wrnlinu - [ripsfle]
[ cerusim
e

Writable Smart Insert 127 : 47

Figure 53. PathFinder-XD in Run-mode
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If no source is shown then select the Edit Source Lookup Path... button

@ QEneEx. S E main() at ashtestapp.c: 127 Ox400dfc &3

Fan't find & source File at "ashtestapp.c"
Locake the file or edit the source lookup path toinclude its location,

[ Wiew Disassembly, .. ]

Locate File, ..

[Eu:lit Source Lookup Path... ]

Figure 54. Edit Source Lookup Path

and specify your source-directory as shown below:

[Z4 Add File System Directory @
File system folder S —
specify folder and whether subfolders should be searched i
Direckory:
| CHYMIPS_QEMU_LINUE 2 6.32\src | |_Browse...
search subfolders
@::l Ok ] [ Cancel

Figure 55. Edit File System Directory

Notice how:
e The Debug window show both the Kernel (Embedded Debugging) and Process (Run-mode
Debugging) status:
%5 Debug &7 = b T i= = =B

= E QEMU Simulakor [PathFinder-%0 Embedded Debugaging]
= wrlin
o Thread [1] 1 (CPU#0 [running]d (Running @ User Reguest)
g AshstubConsaole
B QEMUConsole
) gdb
=[] Ashling TCP_Serial connection (QEMUY [PathFinder-%0 Run-made Debugging]
=0 ashtestapp
=g Thread [1] 839 {Suspended : Breakpoint)
=8 main() at ashtestapp,ci127 Ox400dfc
P:_l gdb
= ashtestapp

Figure 56. PathFinder-XD Debug Window showing Kernel and Process (Kernel Run-mode) status

e The File Browser shows the Module, Process and Kernel sources:
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. File Browser &3 E Linu Maodules =0

= ﬁ ashtestapp - [mips/le]
ashtestapp.c
pthreadtvpes.h
tvpes.h
uClibc_stdio.h
skdio.h

skddef.h

+ |l ichardew,ka - [mips/le];
+ f‘} wrnlinu - [mips/le]

FEEPEEE

Figure 57. PathFinder-XD File Browser showing Module, Process and Kernel sources

e The Source window shows the source code for our Process from main ()
[ ] 0xbfe00000 |5 genex.S Tt chardev.c Tt| ashtestapp.c &2 = B8
int maini() i
i
int file desc, choice;
f#Try opening and closing before displaying menu
file desc = open|DEVICE FILE NAME,O EDUR) ;
if (file desc < 0] |
printf("™Can't open device file: %s'n", DEVICE FILE MNAME) ;
return -1;
}
close(file desec):
do
i
printf ("Menu'n====%"n"):
printf({"™l. Read from deviceinZ. Write to dewvicein™):
priuncf (3. Exitin™i:

Figure 58. Process Source

7. We can now debug our Process as normal with the Kernel running in the background. After running the
process, choose the options as seen in the figure below:

B QOEMU [Stopped]

the ioctl program assumes that’s the
file you'll use.

#t rmmod chardev.ko

# insmod chardev.ko

retual=0

Registeration is a success The major device number is 100.
If you want to talk to the device driver,

you’ 11 have to create a device file.

Ue suggest you use:

nknod char_dev c 100 0

The device file name i= important, because

the ioctl program assumes that’s the

file you'll use.

# gdbserver :1Z234 .rashtestapp

Process .-sashtestapp created: pid = 826
Listening on port 1234

Remote debugging from host 192.168.10.1
device_open(8786d4300)

device_release (87425624 ,8786d4300)

Menu

1. Read from device
Z. Write to device

3. Exit

Enter your choice @ 2
Enter data to write :
Ashling
device_open(87a5b800)

Figure 59. Running the process
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This will invoke the functions with a breakpoint set and PathFinder-XD’s Debug window will update as follows:
%5 pebug 52 I O] T 3R i ¥ =08

=-[C | QEMU Simulatar [PathFinder-*0 Embeddsd Debugging]
= jf? wermlire
= Thread [1] 1 (CPU#0 [running]) (Suspended : Breakpoink)
= e 00120b&
wfs_writed) at read_write. 01347 0x8013930c
sys_writel) at read_write.c: 399 0xE01595ac
handle_svs() at scall32-032,5:59 0801 0aSed
0400490
g AshstubConsole
B QEMUConsols
w1 gdb
= E Ashling TCP_Serial connection {QEMUY [PathFinder-2D Run-mode Debugging]
= ashtestapp
B2 Thread [1] 839 (Running | User Request)
p gdb
| ashtestapp

Figure 60. PathFinder-XD Debug Window showing the Kernel halted

Notice how the Kernel is now shown as halted (i.e. PathFinder-XD has automatically switched from run-mode to
stop-mode as the kernel is halted due to the breakpoint in the Module). This demonstrates how PathFinder-XD

easily switches between stop-mode and run-mode within the same debug session.

4.3.2.2 Debugging multi-threaded applications

Multi-threaded applications are supported in run-mode debugging only. All the application threads and the

associated Call Stack for each thread are listed. In addition, it is possible to set thread specific breakpoints.

To debug a multi-threaded application in run-mode, complete the following steps:

1. Launch gdbserver from the simulator (i.e. in the Linux Console) specifying the application we wish to

debug (threadtestapp).

[rootRPashgenu ™ 1# gdbserver :1234 .- threadtestapp
Process .-/threadtestapp created: pid = 850

Liztening on port 1234

Figure 61. Launching multi-threaded Process

2. Now we need to Debug A Process in Run-mode using PathFinder-XD (the Kernel is now running) as

follows:
File Edit Target Run  Window Help

= Modules  »

=
L4

Processes
%".5: Debug ==

= =|£| G WRVTIEGIR R Debug & Process in Run-mode

k

Figure 62. Debugging a Process in Run-mode

3. Select the application (Process) to debug
|=| Run-mode Debugging Options

Process | C:iMIPS_QEMU_LINUX v2.6,32\src\threadtestappithreadtestapp|

4. Choose the location of shared libraries:
Debugger Options

Main | Shared Libraries | Conpection

Directories:
CAMIPS _QEMU_LIMUE v2.6, 32 roakfs

Figure 63. Specifying the Share Library location
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5. And finally, the connection mechanism (TCP in our example) and IP address of the simulator (which is
running gdbserver):

Debugger Opkions

Main | Shared Libraries | Conneckion |

Type: |[TCP bt

Host name or IP address: | 192,168.10.2 |

Port number;

Figure 64. Specifying the Connection mechanism

6. Now press Debug to start debugging the Process

7. The program will now run to the main () function.

[Z] Debug - C:\MIPS_QEMU_LINUX_v2.6.32\src\threadiestapplthreadtestapp.c - PathFinder-XD for MIPS

File Edit Linuwx Target Run Window Help

- ; 5 4 (35 oebg |
%5 Debug 52 'y T = i = 0 || 9 Breakpoints 52 | [ Memary | 8% Registers | 5 Expressions | 3 5k EZI Y & ¥ =0
= E QEMU Simulater [PathFinder-¥D Embedded Debugging] [¥]va chardev.c[line: 135]

=] é@ wrnlinux

p® Thread [1] 1 (CPU#0 [running]) (Running : User Request)
p| AshstubCansole
B QEMUConsole
s odb
=] E Ashling TCP_Serial connection (QEMU) [PathFinder-%D Run-mode Debugging]
= Ef? threadtestapp
(= f® Thread [1] 654 (
Sl main() at thr
D‘;l gdb
. threadtestapp

Na details ta display For the current selection.

FE| ashtestapp.c [8) genex.s T chardev.c [ (qdh{4].proc[4200... T8 threadrestapp.c 32 |1 = 8 || 09= vasaper 52 22 Disassembly 4 ¥ =08
-~ Marne Type Walue
int maini| veoid )
{
pthread_t thrl, thri:
const char* msgl = "Threadi";
const char?* wsgZ = "ThreadZ™;
pthread creste( &thrl, NULL, threadfn, (void¥)msgl |;
pthread create( £thr2, NULL, threadfn, {void*)msgz ):
prthread join{ thrl, NULL );
pthread join{ thrz, NULL j: a
18 Remate Systems 51 | & &) 4 B 7 T 0| E consde 2 = m‘ﬁl@l = B~ % T O |5 File trowser 52 | B Linux Madules =0
B g QEMU Simulator Ashling TCP_Serial connection (GEMLU) [PathFinder-#0 Run-mode Debugging] threadtestapg [B]  slab_def.h ~
(= QEMU [B] slab.h
@'QEMUSW @ spinlock_types_up.h
@ spinlack_types.h
@ stat.h
@ sysfs.h
[b] thread_info.h
(B time.h
@ types.h
@ wait.h
[£] chardev.c v
D ome

Figure 65. Program runs to main()

8. Set a breakpoint in thread£fn () and run to that point, the Debug view updates as follows:
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%5 Debug 52 [ S i= ¥ =0

= E QEMU Simulator [PathFinder-¥0 Embedded Debugging]
= wrlin
p® Thread [1]1 fCPU#0 [running]) {Running : User Request)
g AshstubConsale
gl QEMUConsole
p gdb
= E Ashling TCP_Serial connection (QEMUY [PathFinder-=D Run-mode Debugaing]
= J_'F::;"' threadtestapp
= Thread [3] 855 (Suspended : Container)
poll() at 0xZabZ5eed
__pthread_manager() at OxZaac3610
__thread_stark() at 0xZabZ315c

=g Thread [2] 856 (Suspended : Breakpoint)
=R Hreadini) at threadtestapp.ci4l Dx400964
= 0Ox2aac3ofs
= Thread [1]854 (Suspended : Container)
= pthread_create() at 0xZaac97a0
= main(} at threadtestapp.c: 23 0x400875
p gdb

g threadtestapp

Figure 66. Multi-threaded Debug View

Notice how the threads are listed and the call stack for each thread is shown in the Debug view. While clicking
on each thread context, all PathFinder-XD windows will update accordingly (i.e. thread specific).

To set a thread specific breakpoint:
e Set a breakpoint in a location by double clicking on the ruler.
¢ Right click the on the breakpoint in the ruler and choose Breakpoint Properties

rur | e R N L++) i
I AiFl 7 == O
Toogle Breakpoint jmag)
Disable Breakpoint

Breakpoink Properties. ..

@ Toggle Hardware Breakpoint

4 Consale &3
h k. DifF Hrshif limg TCP_Serial conmection (MIPS32-24k) [PathFir
v Show Quick Di ChrlShift+ . B
Shows Line Murnbers H GH = =
Folding b
Preferences. ..

Figure 67. Selecting Breakpoint Properties

e And in the filtering section, check the threads you wish to associate with the breakpoint.
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7] Properties for |Z|@g]

Filter

Actions
Carmman Restrick to Selected Targets and Threads:
Filker SR C:\MIPS_QEMU_LINUK_v2.6. 32 \mlinu
] ® Thread[1] 1 (CPU#0 [running])
= |:| CHOMIPS _QEMU_LIMNUY_ w2 6,32\ sro\threadtestappithreadtestapp
#® Thread[4] 285
[ ® Thread[3] 863
[]s® Thread[2] 64
] 6® Thread[1]861

-"5 [ OF, ] [ Cancel

Figure 68. Breakpoint Properties Dialog

e Click OK to set the breakpoint

4.3.2.3 Debugging more than one application at the same time
To debug more than one application or process at a time, you must launch a separate gdbserver for each

process. Use separate port number for each GDB server and use the “&” symbol at the end of the command.
Each gdbserver process will start in the background as shown in screenshot.

[rootRashgenu ™ 1# gdbserver :1234 .rthreadtestapp &

[11 859

[rootRashgenu ™ 1# Process .-threadtestapp created: pid = 862
Listening on port 1234

[rootRashgenu ™ 1# gdbhseruver :2345 .rashtestapp &
[Z]1 864

Process .rashtestapp created: pid = 867
[rootRashgenu ~1# Listening on port 2345

Figure 69. Launching Multiple Processes

You can now connect to each process via the Debug A Process in Run-mode menu. The Debug View will show
each process as follows:
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%5 Debug 53 O ] I T i= = =0
= E QEMU Simulator [PathFinder-x0 Embedded Debugging]
= wrlinu

o Thread [1] 1 (CPU#0 [running]) (Running : User Regquest)
g AshstubConsole
B QEMUConsole
pl gdb
= E Ashling TCP_Serial connection {QEMU) [PathFinder-%D Run-mode Debugging]
= ﬁ? ashtestapp
=l Thread [1] 869 (Suspended : Ereakpoint)
= main{} at ashtestapp.c:127 0x400dfc
b odb
g ashtestapp
= E #shling TCP_Serial conneckion {QEMU) [PathFinder-%D Run-mode Debugging]
= .Tf:? threadtestapp
=g Thread [1]852 (Suspended : Ereakpoint
Shrin() at threadtestapp, 20 0x40083¢
g gdb
g threadtestapp

Figure 70. Debugging Multiple Processes

These examples show the power of PathFinder-XD’s Embedded Linux support, in particular, the ability to debug
Processes whilst the Kernel is running (Run-mode) and to debug the interaction between Processes and the

Kernel (including Kernel modules). We hope you like itl Please send vyour feedback to
hugh.okeeffe@nestgroup.net

Doc: APB211-PF-XD_MIPS_SIM, Hugh O’Keeffe and Suresh PC, Ashling Microsystems
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